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Awareness Through Information Sharing

Incidents/Articles of Note:

¢ Chick-Fil-A Confirms Customer Accounts Hacked in Months-Long Cyberattack

e Dormant Accounts Are a Low-Hanging Fruit for Attackers

e Vulnerabilities Being Exploited Faster Than Ever

¢ Russia Bans WhatsApp, Discord, Telegram, and Others

¢ Dish Network Confirms Ransomware Attack Behind Multi-Day Outage

» 88 Percent of Organizations Have Suffered Cyber Breaches in the Last Two
Years

e Forget the Spy Balloon. China-Linked Hackers Collect Far More Information

e EPA Mandates States Report on Cyber Threats to Water Systems

e Experts Discover Flaw in U.S. Govt's Chosen Quantum-Resistant Encryption
Algorithm

e U.S. Cybersecurity Agency Raises Alarm Over Royal Ransomware's Deadly
Capabilities
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- Tools and Resources -

Article | Security Week

White House Releases
National Cybersecurity
Strategy

The U.S. government released its widely
anticipated National Cybersecurity
Strategy on Tuesday, pushing mandatory
regulation on critical infrastructure
vendors and green- lighting a more
aggressive ‘hack-back’ approach to
dealing with foreign adversaries and
ransomware actors.

CISA

CYBER+INFRASTRUCTURE

Resource | DHS CISA

CISA Shares Key Findings to
Improve Monitoring and
Hardening of Networks

The Cybersecurity and Infrastructure
Security Agency (CISA) is releasing this
Cybersecurity Advisory (CSA) detailing
activity and key findings from a recent
CISA red team assessment—in
coordination with the assessed
organization—to provide network
defenders recommendations for
improving their organization's cyber
posture.

Have you Registered for our Upcoming
Conference?
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March 23rd 2023 | Virginia Beach, VA

View Virginia Fusion Observe Suspicious
Center Homepage @ Activity?

Click Here Report Online

Not a VFC Shield Member?

Virginia Shield Coalition

"Awareness Through Information Sharing"
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Useful Links
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VFC Shield Report SAR Shield Homepage

Virginia Fusion Center
7700 Midlothian Turnpike Email Coordinator All Products
N. Chesterfield, VA 23235

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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